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What To Do If You Are a Victim 

 

If you are a victim of identity theft, the Federal 
Trade Commission (FTC) recommends that you 
do the following: 
 

• Contact the fraud department of the three 
major credit bureaus to place a fraud alert on 
your credit file. The fraud alert requests 
creditors to contact you before opening any 
changes to your  

        existing accounts. 
 

       1. Equifax              www.equifax.com 

              To report fraud: 1-800-525-6285 

    2. Experian         www.experian.com  

              To report fraud:  1-800-397-3742 

      3. Trans-Union      www.tuc.com  

              To report fraud:   1-800-680-7289 
 

• If you are a victim of check fraud, you 
should contact the following: 

    
    1. Telecheck 1-800-710-9898 
  
   2. Equifax 1-800-437-5120 
 

• Close the accounts that you know or be-
lieve have been tampered with or opened 
fraudulently. Use the ID Theft Affidavit 
(available on the FTC website 
www.FTC.gov and accepted by the three 
major credit bureaus) when     disputing 
new unauthorized accounts. 

 

• File a police report. Get a copy of the report 
to submit to your creditors and others who 
may require proof of the crime. 

 

• File your complaint with the FTC at 
www.consumer.gov/idtheft or call 1-877-
IDTHEFT    (1-877-438-4338). The FTC 
maintains a database of identity theft cases 
used by law enforcement agencies for inves-
tigations.  

 

 
Filing a complaint also helps the agency learn 
more about identity theft and the problems vic-
tims are having so that it can better assist you.   
 
• If your Social Security Number is used, con-

tact the Social Security  
        Administration Fraud Hotline at  
        1-800-269-0271.  
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PREVENT CRIMES 

SEE IT! 

HEAR IT! 

REPORT IT! 

CRIME PREVENTION IS  

EVERYONES  BUSINESS 

Emergencies call 

9-1-1 



 

In the course of the day you may write a check 
at the drugstore, charge tickets to a concert, 
rent a car, call home on your cell phone or ap-
ply for a credit card. Chances are you don’t 
give these routine transactions a second 
thought. But others may. 
 
Identity theft is the fastest growing crime in 
America, affecting half a million new victims 
each year. 
 
 Identity theft is taking of a victim’s identity to 
obtain credit and credit cards from banks and 
retailers, steal money from a victim’s existing 
accounts, apply for loans, establish accounts 
with utility companies, rent an apartment, file 
for bankruptcy, or obtain a job using the vic-
tim’s name. Thousands of dollars can be stolen 
without the victim knowing about it for 
months or even years. 
 

How Identity Theft Occurs  
 
All an identity thief needs is any combination 
of your Social Security number, birth date, ad-
dress, and phone number. This makes it possi-
ble to create a fake driver’s license and then 
pose as you in order to apply for credit. The 
identity thief might put in a change of address 
with a credit card company so you will not 
know that someone else is running up charges. 
Once an Identity thief opens one account, 
opening a second and a third is easier.  
 
Identity thieves can get information about you 
from doctors, lawyers, schools, health insur-
ance carriers and other places. They make pick 
up your discarded personal information, such 
as utility bills, credit card slips and bank  
statements. They may hack into your  
computer and steal your Social Security or ac-
count numbers and credit card 

information. They may send you an email 
message asking you to “update” your  
account information and link you to a  
bogus website so they can steal your  
personal information.  
 

How to prevent Identity Theft 
 

• Do not give out personal information 
over the phone, through the mail, or over 
the Internet unless you have  

       initiated the contact or know with     gg 
       whom you are dealing. 
 

• Shred all documents, including pre– ap-
proved credit applications, insurance 
forms, bank checks and statements you 
are discarding, and all other financial in-
formation. 

 

• Protect your computer from internet 
intruders use “firewalls”. Also use anti-
virus software and keep it up-to-date. 

 

• Create hard-to-guess passwords that 
cannot be found in any dictionary.      Se-
lect passwords with at least eight charac-
ters and that include a mix of numbers 
and bother upper and lowercase letters.  

 

• Minimize the identification                in-
formation and the number of cards you 
carry. Take only what you’ll  actually 
need. 

 

• Do not put your social security    num-
ber  on your checks or your credit re-
ceipts. If a business requests your    Social 
Security number give an alternate num-
ber.  

 

• Be careful when using ATM machines 
and long distance phone cards. Someone 
may look over your shoulder and get your 
PIN numbers. 

 
• Make a list of all your credit card      ac-

count numbers and bank account numbers 
with customer service phone numbers and 
keep it in a safe place. 

 

• If you request a new credit card and it 
doesn't arrive in an appropriate period of 
time, call to make sure someone has not 
filed a change of address for you.  

 

• Never submit your credit card     number 
to a website unless it is         encrypted on a 
secured site. Look at the bottom of the 
screen for a padlock   symbol. Do not select 
to save your     information on the site for 
further    purchases. 

 

• Pay attention to your billing cycles. Fol-
low up with creditors if bills don’t arrive 
on time. A missing credit card bill could 
mean an identity thief has taken over your 
credit account and changed your address.  

 

• Cancel all credit cards you have not used 
in the last six months. 

 

• Order your credit report at least twice a 
year from the three major credit      bu-
reaus: Equifax (www.equifax.com) 1-800-
685-1111, Experian (www.experian.com)  
1-888-397-3742, and Trans Union 
(www.transunion.com)  1-800-916-8800. 
The Fair Credit Reporting Act allows you 
to get one free credit report from each of 
the three major credit bureaus once per 
year. Visit www.annualcreditreport.com. 

 

• Correct all mistakes on your credit re-
porting in writing. Send a letter to the 
credit reporting agency identifying the 
problems item by item, include a copy of 
the credit report, and send the letter re-
turn receipt requested.  

 


